3GPP TSG SA WG3 Meeting #100bis-e                            
S3-202394
e-meeting, 12 – 16 October 2020
                         revision S3-20abcd
Source:
Huawei, Hisilicon
Title:
New key issue on authentication and authorization
Document for:
Approval


Agenda Item:
2.12
1 Decision/action requested 
This contribution proposes a new key issue on authentication and authorization 
2 References
 [1]

3GPP TR 23.700-07: "Study on enhanced support of non-public networks".
3 Rational
The contribution proposes a new key issue on authentication and authorization.
4 Detailed proposal
*************** BEGINNING OF CHANGES***************

5 
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
  [x1]




3GPP TR 23.700-07: "Study on enhanced support of non-public networks".
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

It is preferred that the reference to 21.905 be the first in the list.
*************** END OF 1st CHANGE***************

********** START OF 2nd CHANGE **********
X.Y
Key Issue #Y: Authentication and Authorization repetition 
X.Y.1
Introduction
After gaining access to the NPN (SNPN or PNI-NPN), the UE can connect to the 5GC in the PLMN. However, NPN may be considered untrusted by the PLMN and hence must undergo the subsequent authentication with the PLMN to gain access to the 5GC.

In case of access of NPN via PLMN the UE first performs registration with the PLMN. If NPN uses the same authentication methods as primary authorization and authentication (e.g. EAP-AKA’ or 5G AKA), then the authentication step can be skipped during the registration of UE with NPN.

The following scenarios need to be considered:

-
If the authentication method used by UE while accessing the SNPN is similar to primary authorization and authentication, the same authentication methods would be repeated when the UE performs registration with the NPN.
-  If the authentication methods with DN-AAA server is similar to primary authentication, the repetition still exists.
X.Y.2
Security Threats  
-
Excessive computational cost and disruption in service continuity. 
X.Y.3
Potential security requirements
-
The system shall support a mechanism in the PLMN to avoid replication of the authentication method used by NPN and vice-versa.

********** END OF 2nd CHANGE **********
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